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MeJIaror JOTOIHUTEIBHOTO 00pa30BaHuUs

Lesn ypoka: u3y4nTh OnacHble Yrpo3bl cetd MIHTepHET 1 MeTO 161 OOPHOBI C HUMH,

3agaun:

ObpaszosamenvHas. TO3HAKOMHUTECS ¢ ToHATHEM «VHTEpHETY», «BUpyC», N3YUNTH IPUEMBI
0e30macHOCTH Mpu paboTte B ceTr HTEpHET;

Passusarowas: pa3BuTHe HWHTEpeca K TpeaMeTy, HHGOPMAIMOHHONH KYJIBTYpHI,
(dopmMupoBaHHE MPUEMOB JIOTUYECKOT'O MBIIUICHHS;, Pa3BUTHE CHOCOOHOCTh aHAIU3UPOBATH H
0000111aTh, T€IaTh BEIBOIHI,

Bocnumamenvhas: BOCIUTaHUE aKKypaTHOCTH, TOYHOCTH, CAMOCTOATEIBHOCTH, IPUBUTHE
HaBBIKH TPYIIIIOBON paOOThI, COTPYIHUYECTRA;

300posvechepezarowas: coONOCHUE CAaHUTAPHBIX HOPM NpU paboTe C KOMITBIOTEPOM,
COOJIFOJICHNE TPAaBHJ TEXHHKH OE30MaCHOCTH, ONTUMAIBHOE coueTaHne (OpM M METOJIOB,
MPUMEHSEMBIX Ha YPOKE;

Pa3zBuBath yHuBepcajibHble yueOHbIE 1eHCTBHS:

Jluunocmuvie: dopMupoBaHHe KyJIBTYpHOTO Mosb30oBaTelnsi HTepHeTa. Pa3BuTie HaBbIKa
MOCTAHOBKHM 3aJladyd M HaxOoXIeHus crocoba e€ perieHus. DopMupoBaHHE HABBIKOB
KPUTHYECKOTO MbIIUIeHHsI. CIOCOOCTBOBAaHHE BCECTOPOHHEMY W TapMOHHYHOMY Da3BHTHIO
KaXI0ro peOEHKa.

Memanpeomemmnvie: OCBOEHHE CIIOCOOOB pETyNIsLMU AEHCTBUNA Ipu padoTe B IpyImile,
OpraHH3aIus U OCYIIECTBICHUE COTPYIHUYECTBA C YUUTEIEM U yYallUMHCS. Y CBOCHUE YMEHHIA
MPUHUMATD PEIICHHUS B KOHKPETHON )KU3HEHHOW CUTYalllH.

Ilpeomemnuie: OBnageHue OCHOBaMU 0€30MacHOTO MOJIb30BAHUS UHTEPHET - CETAMHU.

JuiakTHyecKue OCHOBBI yPOKa:

Memoowbl 006yueHus: cOBECHbBIE, HATTISIIHBIC, TPAKTHUECKHUE.

Tun ypoka: 0ObSICHEHUE HOBOTO MaTepHala.

Dopmvel yuebHou pabomul yuawjuxcs: GpoHTaIbHAS.

Oo6opynoBanme: [1K, npoekrop, 3kpaH, 6 KOMIBIOTEPOB, Tpe3eHTaNus «be3omacHocTh B
cetu MHTEpHETY.

Xoa ypoka

1. OpranuzanMoHHBIH MOMEHT, 1-3 MHH.:

B coBpemeHHOE BpeMs CpeAcTBA KOMMYHUKALlMM CTald HEOTHEMIIEMOM 4YaCTBIO
IIOBCETHEBHOU XU3HHU Jr0Jel. Yucmno nosnb3oBareneil MHTEpHETa HEYKIIOHHO PACTET C KaXAbIM
JHEM, a CaMbIMU aKTUBHBIMH CPEAH HUX SIBIISAIOTCS MOJIOABIE JIFOIH, TOAPOCTKH U 1eTd. iMenHo
MIO3TOMY YYHMTh I'PaMOTHO M 0€3011acCHO IMPOBOJUTH BpeMs B ceTd MHTepHET Ha CeroaHsUIHUN
IIEHb HEOOXOAUMO.

3ayacTyo yKe ¢ FOHOTO BO3pacTa JeTH MOT'YT HaXOJIUThCSI B MUPOBOM ceTH 0€3 KOHTPOJIS
B3pOCHBIX. MeXAy TeM, NMEpPeueHb PUCKOB, C KOTOPBIMM MOKHO CTOJKHYTBCS, JOCTAaTOYHO
OOIIMpeH: TPOHWKHOBEHHE BHUPYCOB M BPEJOHOCHBIX IPOrpPaMM, MOIIEHHMYECTBO, Kpaka
AU4YHOU MH(OpMauK, OCKOpOIeHHUs, IIPeciieIOBAHNs, JOMOTaTeIbCTBA K JETAM.



Wtak, Halie CceroJHsIIHEe MEpONPHUATHE TOCBAMIEHO MpobiemMe O0e30MacHOCTH MpH
HUCITIOJIB30BAHUU CCTU I/IHTepHeT, MOTCHUHAJBHBIX PUCKaX IMpPU HUCIOJIb30BaAHUH I/IHTepHeTa,
OyTiax 3aluTbl OT CCTCBLBIX YI'PO3. n TCMY HAIICTO 3aHATHA Bbl BHUIAUTC Ha JSKpPAHC
«beszonacHocth B cetu MuTepueT». (Caaiia 1)

Unmepnem — 5T0 OOBEAMHEHHBIE MEXIY COOOW KOMIBIOTEPHBIE CETH, TI00aNbHAS
MHpOBasi CHCTeMa Tepenadyud WHGOpPMAIMUH C TOMOIIBI0 HH(GOPMAIIMOHHO-BBIYUCITUTEIBHBIX
pecypcos.

Ha ceromHsmHMNA J€Hb NPAKTHYECKUN Ka)KIbl YEJIOBEK, TaK WM HHAYe, MOJb3yeTcs
cetbto WuTepHer. Bo3moxkHocTH WMHTepHeT Oe3rpaHuyHbl: ydyeba, TOUCK HEOOXOAMMOM
nH(poOpMaluY, TEepeBOJ JIEHEXKHBIX CPEICTB, OTABIX M MHoroe apyroe. OjHaKo, MHOTHE
MOJIH30BATENM J1a)Ke HE 33 yMbIBAIOTCS O TOM, Kakasi OMAaCHOCTh MOJKUAAET HAC BO BCEMUPHOM
MayTHHE.

JlaBaiiTe mogymMaeM M BCTIOMHUM, KaKW€ yTrPO3bl BbI YK€ BCTPEYAU BO BpeMsi pabOTHI 3a
KOMITBIOTEPOM, a MOJKET, O KaKUX-TO yrpo3ax, BBl CIBIIAIN OT CBOMX Jpy3eil? (oTBer
y4aIuxcs)

Monoangs!!

2. OO0bsicHeHHe HOBOro matepuaJja (27-30 muH.):

A Tereps qaBaiiTe y3HaeM O 4eM MBI CeroaHs Oyaem ¢ Bamu roBoputh (Ciraiina 2):

OO0mas 6e30MacTHOCTh B UHTEPHETE

Wi-Fi cetu

ONLINE wurpst

KubepOyniauHr nin BUPTyaabHOE U3/1€BATEIHCTBO
KommnsrorepHbie BUpYChI

MoOwibHBIH TenehoH

(Cnaiig 3).

OO0wmas 0e301aCHOCTH B MHTEPHETE

B Hamwm gHM MHTEPHET CTal HEOTHEMJIEMOM YaCThIO HALIEH KU3HH.

C ero momompl0 MBI MOJy4aeM HH(pOpMalnioo, olIaeMcs, oOMEHHUBaeMCs TaHHBIMHU,
OTUIAYMBAEM TOBAPHI M YCIYTH, OTIIPABIISiEM TOKYMEHTHI U JIeJTaeM MHOTO€ JPYToe.

BMmecte ¢ TeM MHTEpHET TaWT B ce0e OMACHOCTU — O HUX HEOOXOAMMO 3HATh, YTOOBI
n30eraThb UX.

(Cnaiix 4) Wi-Fi cetn

Kaxk BbI TyMaeTe Kakue yrpo3bl MOI'YT BOSHUKHYTh OT Wi-Fi?

[ONORONONOXKO;

(Cnaiig 5) Yrpossr:

® TlepexBaT HaHHBIX - 3TO OJJHA M3 CAMBIX MOMYJSPHBIX yrpo3. basa wim xoT-cnotel Wi-
Fi nono6HbI pagnonpueMHUKy, KOTOPbIM MPUHUMAET CUTHAI C JaHHBIMU. JTO O3HAYaeT, YTO C
MOMOIIIBIO IPYTOT0 MPUEMHOT0 YCTPOMCTBA U CHEIMATIBHBIX MPOrPAMM-CKaHEPOB MOXKHO TaKKe
NpUHUMATh U pacmudpoBbiBaTh  HHGopmanuioo. MMmeHHo 3TuM ©  3aHUMalOTCA
3JI0YMBIIIJICHHUKH;

® Wi-Fi noBymiku. Thl Hamen ceTh 6€3 Maposis U MOAKIIOYHIICS Yepe3 Hee K HHTEPHETY.
B s10 BpEMs BJIAACIICL TOYKH OCYHICCTBIIACT C IOMOLIIBIO CIICIHIUAJIBHBIX IPOTpaMM 3aIlMChb BCCTO
TpaduKa;

@ CYU_IGCTBYIOT CIICHHUAJIBHBIC MPOrpaMMbl, ¢ IMOMOUIBIO KOTOPBIX 3JIOYMBIIIIIICHHUKHN
MOTYT MOJYYHUTh JOCTYI K TBOEMY aKKayHTy B COLIMAIIBHOM CETH;

® [logmeHa ToueK pasfgady C MOMOLIbIO JPYroro MMEHH TOYKH, TJ€ YCTAHOBJICHBI
MIPOTPaMMBI 110 KOHTPOJTIO 32 TBOUM YCTPOICTBOM;

® BsnoM certu. 3NOYMBIIDICHHHMKH MOTYT HAaWTH OMIMOKH B paboTe anropurMa U
pacmudpoBaTh JaHHBIE.

(Caaiin 6) COBETHI I1O BE3OITACHOCTH



® He mnepenaBaii cBoro JHM4HyH0 HHpopManuio depe3 obmenoctynHeie Wi-Fi cern.
PaboTas B HUX, JKeJNaTEIBHO HE BBOJUTH MAPOIHU OCTYIA, JOTHHBI U KaKue-T0 HoMepa. YToOs
C/IeTIaTh YTO-TO BaXKHOE, HY>KHO BOCIIOJIb30BaThCs 0oJiee 3alUIIEHHBIMA HCTOYHUKAMU CETH;

® Ucnonw3yit ¥ OOHOBIISI aHTUBUPYCHBIE MPOrpaMMbl B Opanamayep. Tem caMbIM ThI
o0e3onacuiib ceds OT 3aKaYKU BHUPYyCa Ha TBOE YCTPOUCTBO;

® [Ilpu wucnonws3oBanuu Wi-Fi orkiroun ¢yskiuo «OO0mui moctyn k ¢aitiam u
npunTepam». JlanHas (yHKIMS 3aKpbiTa 10 YMOJTYaHHIO, OJJTHAKO HEKOTOPbIE MOJIb30BATENN
aKTUBHUPYIOT €€ JIJIs1 y100CTBa UCIIOJIb30BaHUS B paboTe Ui ydeoe;

® B wmoOwibHOM Tenepone ortkmoun  (yHkuuio «[logxmouenme k- Wi-Fi
aBTOMaTH4eckn». He momyckaii aBTOMaTHu4eCKOro MOIKIFOUYECHHS yCTpoicTBa K ceTssM Wi-Fi 6e3
TBOETO COIJIACHUS.

(Caaiig 7) ONLINE UT'PbI
B xakue Bsr urpaere Online urpsr? Kakue Mmoryt yrpo3st Bac tam sxaats?

(Cnaiin 8) B momoOHBIX UTpax CTOUT OMAacaThCs HE CTOJIBKO CBOMX COMEPHHUKOB, CKOJIBKO
Kpa)kd TBOETO MapoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AINU OOJBIIMHCTBA UTP.

3anony4yuB Mapoiib, 3J0YMBIIUICHHUK aBTOMAaTHYECKH MPUOOPETAeT MOJHBIA KOHTPOJb
HaJ[ TBOUM IEPCOHAXKEM M €ro MMyIIeCTBOM. [loXUIIEHHBIE IIEHHOCTH OH MOXET MPUCBOUTH
cebe, moTpedoBaTh y UIPOKA BBIKYI WM BBICTABUTH Ha AYKLMOH IS MPOAA’KU, & TBOM JI€HBI'H
MIEPEBECTU HA IPYrOM CYET.

Tak wuCTOpHYECKH TMOJNYYMIOCh, 4YTO Jt00as WrpoBas IIEHHOCTh HMMEET JCHEKHBIH
SKBUBAJICHT: Y TOIMYJISIPHBIX UT'P JIa’Ke€ €CTh CBOM CBOS BUPTYyaJlbHAsl BAJIIOTA, a JIJISl TOPTOB yKe
CYILIECTBYIOT HECKOJIBKO JIECATKOB CAaTOB MO BCEMY MHTEPHETY.

OnHako KpoMme HEMOCPEACTBEHHO KpaKh JEHEr CO CYeTa OYeHb YacTO MPECTYIMHUKOB
NPUBIEKAIOT caMu mepcoHaxku. Hampumep, BoicokoypoBHeBbie repou u3 World of Warcraft
cToAT oT 2 110 20 ThIcsi4 pyOsiel Ha caiiTe TOProB reposiMU U3 ITOW UTPHI.

(Caaiin 9) COBETHBI 11O BE3OITACHOCTHU AKKAYHTA

® bByneTe B Kypce KiIacCU(pHUKaLUil 1 BO3PACTHBIX OTPAaHUYEHUH B HTpE.

® He ykasbiBaiite uuHy0 uH(opManuio B npodaiiie urpsl. Takum oOpazom, apyrue
UrpoKH He cMoryT Bac Haliti 1 Bel Oyznere B Ge3omacHoCTH.

® Vcrmonb3yii CII0KHBIE U pa3HbIEC TAPOJIH.

® Jlaxxe BO BpeMsi MIpbl HE CTOMUT OTKItOYaTh aHTUBUpYC. [loka Bwl mrpaere, Bam
KOMIIBIOTEP MOTYT 3apa3uTh.

® Ocreperaiitech uUrp B conuanbHbIX ceTsix. Korma Ber maere moctyn k Bamemy
npodwmto, Bl aere 3710yMBIIUIEHHUKAM IIAaHC MOTYYUTh Bamm tuyHble TaHHBIE.

(Caaiin 10) KUBEPBYJIJIMHI" UJIX BUPTYAJIBHOE U3JIEBATEJIBCTBO.
Kro u3 Bac 3naet uro Takoe kuGepOyauHr?

(Caaiig 11) PazHOBHIHOCTH

® ®aeiim (ot anrimiickoro «flame») wium  BupryaneHas nepenanka. OOMeH
SMOIMOHANBHBIMU PEIUTHKAMU B OTKPBITOM JOCTyrne. BHadane Bce BOCIpUHHMAETCS Kak
aKTUBHOE OOCYKJE€HUE, HO OHO MOKET 3aiTH Jajbllle ¥ HAHECTH YEJIOBEKY ICHUXOJOTUYECKUI
Bpe/l.

® Araku. ByJuHT 10 COTOBOM CBSI3M CBOJHUTCS K OTIIPABKE JKEPTBE IMOBTOPSIFOIIUXCS
OCKOPOUTENBHBIX COOOIIEeHUH 1K 3BOHKOB. Ha hopymax u B yaTax mpecieoBaTead MOHUKAIOT
aBTOPUTET >KEPTBBI, €CJIM Takas (hopMa paHra npeaycMorpera Ha ¢popyme.OKa3bIBalOT AaBJICHUE
B OOCYXIEHHUSX, pPEarupyioT Ha COOOIICHHUS KEPTBBI YHWKAIOUIMMH W OCKOPOUTENHbHBIMU
COOOIIIEHUSMU U COBMECTHBIM OOCYXKIEHUEM pealbHbIX W MHHMBIX HEIOCTATKOB JKEPTBBI.
OOBIYHO 3TUM 3aHMMAETCs Iiejas Tpymma npecienosareieid. B online urpax mnpecnenoBarenu



UTpalOT HE paau NoOenbl, a ¢ IeNbl0 MOHU3UTh MIPOBOW OMBIT JKEPTBHI ILI€JICHANPABICHHBIM
JTaBJICHUEM.

® Kuaeera. PacipocTpanenue oCKOpOUTENBHOW M HENPaBIMBOH MH(OpMalMu B BHIC
¢dboto, coobmenuii, neceH. Hepenko 3To MOXET ObITh HE OT/CJIbHAS JKEPTBA, a Iiejiasg Ipymnmna
IIOJIPOCTKOB, KOTOPBIE NONAJAI0T O] KPUTUKY U IIYTKH OJJHOKJIACCHUKOB.

® Camo3BanctBo. [IpecienoBaTesnb MPeACTABIAETCS KEPTBON HIIH, UCTIONB3Ys JOCTYII
K €€ aKKayHTYy, Win co3aaBast Gpeik (panpiuBelii akkayHT). OT UMEHH >K€PTBBI PACIPOCTPAHSIET
B 0J10rax, COMANIBHBIX CETAX U CUCTEMaX MIHOBEHHBIX COOOIIEHUI HEraTUBHYIO MH(GOPMALHIO,
MIPOBOLIUPYS OKPYKAIOIMIUX HA KOHMIHUKT C KEPTBOH.

(Caaiin 12) PacnpocTpanenue 3akpbIToii nHpopmanun. [lonyynB KOHPHISHINATEHYIO
HHPOPMALMIO O KEPTBE, MpecieoBaTeNb epeaeT ee TOMy, KOMy OHa He IpeHa3Havajach,
BbI3bIBasi KOH(IIUKT.

® Mzoasuus. JIroOoMy 4YeIoBeKy MPHUCYIIE JKeTaHnue ObITh YacThiO 00mIecTBa (Kiacca,
TpyNImbl MOAPOCTKOB BO JBOpPE, B COOOIIECTBE B COIMANIbHOM ceTH). OuryieHue ceds 4yacThio
COOOIIIECTBA SBISAECTCA HEOOXOAMMOM MOTPEOHOCTHIO KAXKIOTO YeIOBEKa, KaK (PU3UOIOTHICCKUE
MOTPEOHOCTH B MHIIE, BO3AyXe U MOTPEOHOCTh B camopeanu3aiuu. M3onamnus denoBeka OT
o01IecTBa HAaHOCHUT CEPhE3HYIO TpaBMy YEIIOBEKY.
@DopMBbI U30JSIUH B KUOEPIPOCTPACTBE MOTYT OBITH Pa3HBIMH, HAYMHAS OT CO3JIaHUS 3aKPHITOTO
CO00IIIeCTBA 10 UTHOPHPOBAHHUSI COOOIIICHHI KEPTBHI.

® KubepnpecienoBanne. CKpPbITOC BBICICKUBAHUE >KEPTBBI C IEJIBI0 OpPraHU3aINH
HaaaeHus, H30UEHNS U T. 1.

® Xennucaenunr («Happy Slapping» ¢ aHIVIMHCKOTO «CYAaCTIMBOE MOXJIOMBIBAHUEY).
3akmrodaercss B W30MEHWW JKEPTBBI W C 3alMChI0O JTOTO HA BHILO, C MOCICAYIOIIHM
BBIKJIQ/IFIBAHUEM POJIMKA B CETH.

(Cnaiig 13) Cosersr:

® He Gpocaiics B 60#. JIydmuii cnoco0: MOCOBETOBATLCS KaK ce0s BECTH M, €CIIH HET
TOro, K KOMY MOXXHO OOpaTHThCS, TO BHauaje YCIIOKOWUThCS. EciaM Thl HayHEUIb OTBEYaTh
OCKOpOJIEHHSIMU Ha OCKOPOJIEHHSI, TO TOJIBKO elle Oouible pa3oxkemb KoHQIUKT. Kpome Toro,
npeciaeaoBaTelb TOJBKO U JKAET, KOT/Ia Thl BBIHACIIL U3 PAaBHOBECHS.

® Vmpasnsii cBoelt Kubeppenyramnuei.

® AHOHMMHOCTH B ceTH MHUMAas. CyIIeCTBYIOT CHOCOOBI BBISCHUTH, KTO CTOUT 32
QHOHMMHBIM aKKayHTOM. Tak dYTO B cCiy4ae HaHECEHHMsI pEaJbHOr0 Bpeaa, HaWTu
37I0YMBIIIJICHHUKA MOXHO.

® He crouTt BecTH XyIUTaHCKHI 00pa3 BUPTYaTbHOMN XKU3HU. VIHTEpHET (QUKCHpPYET BCE
TBOM JCHCTBUSA U COXpPAHSET UX. Y IAlIUTh UX OyAeT KpailHe 3aTpyIHUTEIBHO.

® Cobmromait cBO BUPTYAIbHYO Y€CTh CMOJIOY.

® Xpanu noxarBepxieHus (akToB HamaaeHud. Ecimu Te0s paccTpomsio cooOuieHue,
KapTUHKA, BUAEO M T.A. OOpaTUCh 3a MOMOINBIO U COBeTOM K poautensM. CoxpaHu WId
pacneyaTai CTpaHUILy.

(Cnaiix 14)

® UrHopupy# enuHUYHbIH HeratuB. OIHOpPa30BbIe OCKOPOUTEIBHBIC COOOIICHHS JTyUIIe
urHopupoBatb. OOBIYHO arpeccHsi MpeKpallaeTcsi Ha HavanbHO#M craauu. Jlydmwmii 3ammra ot
HAIaJICHUs] — UTHOP.

® Eciu T cBuierenb KHOep-Oy/uiMHra. TBOM JEHCTBHS: BBICTYIUTH HPOTHUB
npeciie/ioBarelis, MoKa3arh €My, 4TO €ro JCWUCTBHs OICHUBAIOTCS HEraTHBHO, IMOJICPKATh
KEPTBY, KOTOPOM HYy)KHa IICUXOJOTHUYECKas IIOMOIIb, COOOLIMTH B3pOCIBIM O (akTe
arpecCMBHOTO MOBECHUS B CETH.



® Ban arpeccopa. B nporpamMax oOMeHa MTHOBEHHBIMHU COOOIIEHUSIMH, B COLIMAIbHBIX
CeTSIX €CTh BO3MOYKHOCTH OJIOKMPOBKH OTIPABKU COOOIICHUH C OTIPEICTICHHBIX a[peCOB.

® He crour WUrHOPUPOBATH arpeCCUBHBIC COOOIICHUS, €CIM OHU COJEPXKAT YrpO3bl,
ocobeHo cucrematudeckue. Crenyer CKOMMPOBAaTH JTH COOOIICHWS H OOpaTUThCA B
[IPaBOOXpaHUTENIbHbIE opranbl. [lo moOBOAY pa3MelnieHuss OCKOpPOUTEIbHOH HH(pOpMAIHH,
pa3MenIeHHO! Ha caifTe, clieyeT 00paTUThCs K aMHHUCTPATOPY C TpeOOBaHUEM €€ YIalICHHS.

(Cnaiin 15) KOMIIBIOTEPHBIE BUPYCbI
Kakue kommnbroTepHble BUpychl Bam n3BecTHbI?

(Caaiig 16) OCHOBHBIE BHU/IbI BUPYCOB U UX OIIUCAHUE

TposiHCKasi mporpamMma - BpeJOHOCHasl IIPOrpaMMa, MPOHUKAIONIas Ha KOMITBIOTED MO
BUJIOM O€3BpPETHOM.

Moxer:

® Mematb paboTe NOIb30BaATENS

® [InuoHWTH 32 MOJIB30BATEIEM

Hcnonp30Bath pecypchl KOMIBbIOTEPA IS KAKOH-THOO HE3aKOHHOM JESITeTbHOCTH U T.JI.

(Caaiig 17) Spyware (IInmHoHCKOe MPorpaMMHoe odecriedeHne) - mporpamma, KoTopas
CKPBITHBIM 00pa3oM YCTaHAaBIMBAECTCA HA KOMIIBIOTEp C LEJIbI0 TOJHOTO WM YacTHYHOTO
KOHTPOJISI 32 paboTOH KOMITBIOTEDPA.

Moxer:

® Cobupats uHOOPMAIUIO O TPUBBIYKAX MOJb30BaHKUS VHTEpHETOM M HanboJiee 4acTo
MOCEIIAEMBIX CaliTax.

® 3anoMuHATh HaKAaTHs KJIABHUII HA KJIaBUATYype, 3alKChIBATh CKPUHIIOTHI 3KpaHa U B
JanbHEWIIEM OTIPABIATH HHGOPMAIIUIO CO3AATEINI0 Spyware;

® HecaHKIIMOHUPOBAHHO M yIAJIEHHO YIIPABIATH KOMITBIOTEPOM;

® VYcraHaBIMBaTh HA KOMITBIOTED JOMOJHUTEIBHBIC POTPAMMBI;

® I3MeHsATh mapaMeTphl OMEPAMOHHON CUCTEMBI,

® TIlepenampapnsath TeOs B Opay3epax Ha CalThl, KOTOPbIC 3apakCHbI JPYTHMHU
BHPYCaMHU.

(Caaiinx 18)

CeTeBoil 4epBb - Pa3HOBUJHOCTH CAMOBOCIIPOU3BOJSALINXCA KOMIIBIOTEPHBIX IPOTrpamM,
PacIpOCTPaHSAIOIIUXCS B JIOKAJBHBIX M TJI00aJbHBIX KOMIIBPIOTEPHBIX CeTsAX. UepBb sABIsAETCA
CaMOCTOSITEIIBHOU IIPOrpaMMOi.

(Caoaiig 19)

Pyrkut (Rootkit) - mporpamma miu Habop MpOrpaMm, UCTIONB3YIOMIMX TEXHOIOT U
COKPBITUS] CHCTEMHBIX 00BEKTOB ((aiinos,
MIPOIIECCOB, IPABEPOB, CEPBHUCOB, KIIFOUYEH peecTpa, OTKPHITHIX MMOPTOB, COCTUHEHUH U

Ip) MOCPEACTBOM 00X0/1a MEXaHU3MOB 3aIIUThI CUCTEMBI.

[Ipu3Haku 3apa)XeHUsI STUM BHPYCOM:

® BbIBOA Ha 9KpaH CTPaHHBIX COOOIICHHI WK N300paKCHUIA;

@® Ilonmaua cTpaHHBIX 3BYKOBBIX CUTHAJIOB;

® HeoxuganHoe oTkpbiThe U 3akpbitue JoTka CD 1 DVD -ROM ycTtpolicTsa;

@® IIpou3BoIIBHBIHA, 6€3 TBOETO Y4acTHs, 3aIIyCK HAa KOMITBIOTEPE KAKHX-THOO0 MPOrpamMM.

(Caaiin 20) METO/bI BALIUTHI OT BPEJOHOCHBIX TIPOT'PAMM
1. Hcnonp3yii coBpeMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPLE3HBI YPOBEHD
3aIIUTBI OT BPEJOHOCHBIX NIPOTPaMM;



2. TloctosiHHO ycTaHaBnuBail matuu (LMQpPOBBIE 3aIUIATKHU, KOTOPHIE ABTOMATHUECKU
YCTaHABIMBAIOTCA C LENbI0 JOpabOTKM MpOrpaMMbl) U Jpyrue OOHOBIIEHHUS CBOEH
OTepalMOHHON cucTembl. CKaunBai UX TOJIBKO C ouImanbHoro caifita pazpadorunka OC. Ecin
CYIIECTBYET PEXKHM aBTOMAaTHUECKOr0 OOHOBIICHMSI, BKIIIOUH €I0;

3. Paboraii Ha cBOeM KOMIbBIOTEpE O] MPaBaMU MOJb30BATEINA, @ HE aIMHUHUCTPATOPA.
OT0 HE MO3BONMUT OOJBIIUHCTBY BPEIOHOCHBIX IPOTPaMM HWHCTAJUIMPOBATHCS HA TBOEM
NIEPCOHAIBHOM KOMIIBIOTEPE;

4. Hcnonp3yll aHTUBHPYCHBIE NPOIPaMMHBIE IMPOAYKTBI U3BECTHBIX IPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBJIIEHHEM 0a3;

5. Orpanuub GpU3NUECKUI TOCTYI K KOMIBIOTEPY JJIsl IOCTOPOHHUX JINLI;

6. Mcnonb3yit BHENIHWE HOCUTENN MH(OpPMAINH, TaKue Kak (uienka, JUCK win (ailn u3
UHTEPHETA, TOJIBKO U3 MPO(EepPEeHHBIX HICTOUHUKOB,

7. He otkpbiBail KoMNbIOTEepHBbIE (DaliIbl, MOMYyYEHHbIE W3 HEHAAEKHBIX HCTOYHHKOB.
Jaxe te aitnpl, KOTOpbIE MpUCal TBOW 3HAKOMBIN. JIydille yTOUHH y HETO, OTIPABIISI JIH OH
Tebe ux .

(Caaiig 21) MOBWJIBHBI TEJE®OH

(Caaiing 22)

310yMBILIJICHHUKA MOKET 3aHHTEPecOBATh cieaylolee:

JOCTVYII K IIOYTOBOMY AIIUKY

® MHorue, Kak TOJIbKO OepyT CBOW cMapT(OH B PyKH, Cpa3y BOMBAIOT CBOM JaHHbIC U
JealoT JOCTYI K CBOEH AJIEKTPOHHOM mouTe ¢ MOOUIIbHOTO TenedoHa. Jla, 3To yno6Ho, 0JJHaKO,
€CJIM TBOM MOOWJIBHBIN TeIe(OH B3JIOMAIOT WU ThI €T0 MOTEpsiellb, TO MPECTYMHUKH MOTydyaT
JIOCTYI K TBOEMY MTOYTOBOMY SIIIIUKY, & €CJIM OH TBOW OCHOBHOH ITOYTOBBIH SIIUK, TO OHU CMOTYT
MOJTYYUTh AOCTYH K JIFOOOMY TBOEMY NMPO(UIIIO.

® Taxke OHM MOTYT IMOJIYYHTh JOCTYNl KO BCEW TBOCH MEpENucKe, a Takke KO BCEM
cepBHcaM, NMPUBSI3aHHBIM K ITOYTOBOMY SLIMKY. KpoMe 3TOro oHM MOTyT pacchbulaThb OT TBOETO
MMEHH CIIaM U 3apayKeHHbIE (DaliiIbl TBOMM 3HAKOMBIM.

NHTEPHET-MECCEH/IKEP

bnaromaps MHTEPHET-TEXHOJOTHAM M CMapTQoHAM OUYEHb MOIyJSpHA CTaja HHTEPHET-
tenedonuss Tuna SKype 1 oOMeH MrHOBEHHbIMH coobmieHusiMu Tuma \Watsap. TBoii mpoduib,
JICHBI'H, TBOM KOHTAKThI W BCS TEPENHCKAa MOTYT OKa3aTh B pyKaX YYXHX JIIOJEH, KOTOPhIM
HeJNb3s 10BepATh. KpoMe 3TOro oHM MOTYT pacchuiaTh OT TBOETO UMEHHM CIlaM U 3apaKCHHBIE
(aitibl TBOUM 3HAKOMBIM.

(Caaiing 23)

JOKYMEHTBI U 3AMETKH

® 3a mnocieAHHE HECKONBKO JIET MOSIBUIOCH OIPOMHOE KOJHYECTBO TPHIOKCHUI,
NpeJHa3HauYeHHbIX JUIsI paboThl € JOKYMEHTaMH U 3aMeTKaMu. EMKOCTb maMmsaTu
TeneQoHa YK€ IMpeBbIIaeT OOBMHYIO  (JIEIIKy, 4YTO HE OrpaHMYMBaeT TeOs B
n00aBIEHUN U BEJCHUU HOBBIX JOKyMEHTOB. Ho 3Tu moKymMeHThl Moryr Te0e O4YeHb
CWJIBHO HaBpPEAMTb, €CIM OHM TMONAAyT 3JOYMBIIUICHHHKaM, OHHM MOryT TeOs
CKOMIIPOMETHPOBATh.

® Taxke HEKOTOpBIC JIFOJAM HCIOJIB3YIOT MOJOOHBIC CEPBUCHI Ul XPaHCHHUs MMapoJiei,
YTO JIaeT 3JIOYMBIIICHHUKAM JOMOJHUTEIbHYIO BHITOAY OT IOJIy4€HHs TBOETO TenedoHa.

JEHBI'N HA TBOEM CYHETY

® OpHoOM W3 TIJIABHOW MENbI0 MOXET CTaTh CYeT TBOEro Homepa TeledoHa.
3II0yMBINUICHHUKA MOTYT TOJYyYWTh K HEMY JOCTYyIl, M 4Yepe3 CHEUUAIbHbIE CXEMBbI
BBIBECTH C TBOETO CYETa BCE JICHHI'M M BOTHATH TeOS B JOJITH MEPE]] ONIEPATOPOM CBSI3H.



® [IpumepoM MOXKET CTaTh MOAKIIOYEHHE 0€3 TBOEro BeJoMa YCIYTH, 32 KOTOPYIO OyAyT
CHUMAThCS JIeHBIM C TBOero cdera. JlaHHas cxema MOXeT paboTaTh IMOCTOSIHHO, a
IJIABHOE ThI HE OYyA€IIb TOHUMATh, KyJa YXOAST TBOU JACHBIH.

BLUETOOTH

® Bluetooth - 310 ObICTpBIA U yIOOHBIH crtoco0 0OMEHa KOHTEHTOM - (hoTorpadusimy,
My3blkOW u Jpyrumu ¢ainamu. Ho BaxxHO 3HaTh, 4YTO KOrjJa Thl BKJIIOYACIlb CBOMU
Bluetooth, To aroau, Haxopsmuecss MOOJIM30CTH, MOTYT MOJYYUTh JOCTYI K (ailiaMm B TBOEM
TenedoHe U K TBOUM KOHTAKTaM.

® Taxke, KpoMe MOTepH JUYHOW WHpopManmu u3 Tenedona, cam TtenedoH mocie
3apayKeHUS MIIM OBPEXKIEHHUS MOXKET IMOTEPATH CBOIO MMPOM3BOIUTEIEHOCTb.

(Caaiin 24) COBETDI 11O 3ALIIUTE

® DBy ocTtopokeH, Belb Korjaa Tede MmpeiaraloT OecIlaTHBIA KOHTEHT, B HEM MOTYT
OBITH CKPBITHI KaKHE-TO IJIATHBIE YCIYTH.

® lymaii, npexae 4eM oTrnpaButh SMS, ¢oro mim Buaeo. Thl TOYHO 3HACIIb, IJIe OHH
OyIyT B KOHEYHOM UTOTE?

® Tllogymaii, mpexae dYeM HaXUMaTh Ha KHONKY «3arpy3uTb». He oTkpbiBaii
MyJIbTHMEIIHBIE cooOmIeHuss (MMS) u BiIokeHHs B COOOIEHHSIX SJICKTPOHHOM MOYTHI 1 SMS.
OHM MOTyT comep)kKaTh BpPEIOHOCHOE NpPOTpaMMHOE oOecreueHre W TepeBecTH TeOs Ha
BPEJOHOCHBIN BEO-CaNT.

® Heo0xoauMO OOHOBISITH ONEPALMOHHYIO CHUCTEMY TBOEro cMapTdoHa. DTO MOXKHO
CIeNaTh Yepe3 HACTPOMKU WJIM Yepe3 MPUIIOKEHHUS M0 3aKaYKe KaKOro-TO KOHTEHTa, HalpuMep
yepe3 AppleStore niu yepe3 AndroidMarket

® CymecTBylOT BEpPCHH AHTUBUPYCHBIX TPOrpaMM JiIss MOOWJIBHBIX TeJIe(OHOB.
Hcnonb3yit ux 1715t coxpaHeHus: 0e30MacHOCTH TeneoHa.

® He 3arpy»xaii NpuIOKEeHUS OT HEU3BECTHOTO MUCTOYHHKA, BEIb OHU MOTYT COJEPXKATh
BpPEOHOCHOE IPOrpaMMHOE 00eCIIeYEHHE.

® Tlocne TOro Kak Thl BBIMIEIIb C calTa, TJIe BBOJWI JHUHYIO HH(MOpMAIHIO, 3aii1u B
HACTpOWKH Opay3epa u yaanu COoKies.

® Takxke ecnu y TeOs Ha TesneOHE XPaHUTCS MHOTO BaKHOW W JIMYHON MH(MOpMAI,
THUIA JAYHBIX (HoTOTpaduii, TO CKaunBail MX HA KOMIIBIOTEP MJIM IIEPEHECH UX Ha IHCK.

[lepnonnuecku mpoBepsiii y omeparopa CBsI3M KaKue IUIAaTHBIE YCIYI'M aKTUBUPOBAHBI Ha
TBOEM HOMEDE.

(Caaiin 25) POTOKAMEPA HA TEJIE®OHE

® [logymaii ABaXIbl Mepe]] TEM, KaK C/eilaTh CHUMOK Ha CBOW MOOWIIBHBIA TelnedoH.
Tebe necTBUTEIBHO 3TO HYKHO CIeIaTh?

® Ecuu ThI cienan «He XOpouryr» GoTorpaduio, To HU ¢ KEM €10 He JeITUCh. DTO MOKET
OBITh OYEHb 3aMAaHYUBBIM, HO MOJyMail O TOM, Kak 3TO OyJEeT BBIMJISAETh CO CTOPOHBI U K UEMY
9TO MO>KET IIPUBECTH.

® TIlogymaii o TOM, MOTrYT JH TBOM JCHCTBUS YHU3UTH Koro-to? W30erait
¢dororpadgupoBaHuss U BUACOCHEMKH JPYTUX JIIOJel 0e3 MX pa3perieHus. ITO MOXKET MMETh
CEepbe3HbIE IOPUINYECKUE TIOCIEACTBUS AJIs TeO0sI.

(Caaiig 26) BLUETOOTH

® Bluetooth momkeH ObITH BBIKIIOYEH, KOTrJa Thl UM HE MOJib3yelibcsi. He 3a0biBaii
MHOT 1A ITPOBEPSITH ITO.

® Ecmu T ucnone3yems bluetooth, To M3MeHM HACTPOWKM Tak, YTOOBI TeneoH ObuI
«HEBHIMMBIi», a TAK)KE YCTAHOBH NApOib IS AOCTYIIA.

® VYcrpoiictBo bluetooth 10mKHO OBITH OJOKUPOBAHO WIIM HE BUIHO OKPYIKAIOIIKM.

® lI3MeHH 1apoiib 10 YMOJIYAHHUIO, YTOOBI OKPYKAFOLIME HE 3HAJIM UMEHH YCTPOICTBA, U
HE CMOTJIM UJCHTU(UIIMPOBATH T€Os M MOJIETh TenedoHa.



3. Hror ypoka (2-3 mun.);

Hamre 3anstue nogonuio k kouuy. Ilogymaiite, 4To HOBOro oHo Bam gajno? M3meHunoch
JIM Ballle OTHOIIIeHUE ¢ ceTn HTepHeT nocne Hamero 3anatus? Ecnu aa, To kakum oOpa3zom?

Haneemcs, 9yTo MCmosbp3ysi 3HAHWS, TMOJYyYCHHBIE Ha HAIlEM 3aHITHH, Bbl HHUKOTJIA HE
cTa”eTe >kepTBoil MHTepHET-MOIIeHHUKOB. W Bcerga MOMHHUTE, YTO B JIFOOOW CIIOKHOW WU
HETIOHATHOM CUTYallM¥ BaM MOT'YT IIOMOYb B3pOCIbIC-POJIUTEIN U MIEAATOTH.

Bcero no6poro!
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