WH®OPMAIIMOHHAS TIAMSTKA
JUISI OBYYAIOIIUXCS 17151 PASMEIIEHUST HA
OPUIUAJIBLHBIX THTEPHET-PECYPCAX

C KaxIpIM TOJOM MOJIOACKH B HUHTEPHETE CTAHOBUTHCA OOJIbLIE, a
IIKOJBHUKM OJHM W3 CaMbIX AKTHUBHBIX IIOJb30BaTener Pynera. Mexny tew,
MOMHMO OTPOMHOTO KOJHMYECTBAa BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
OTa mamsTKa I0JDKHA TTOMOYb Tebe 0e30IacHO HaXOAUTHCS B CETH.

KomneroTepHbie BUPYCHI.

KoMmnploTepHBIA BUPYC - 3TO Pa3HOBHUIHOCTh KOMIIBIOTEPHBIX MPOrpamMM,
OTIMYUTEIBHOU 0COOEHHOCThIO KOTOPOM SIBJISIETCS CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHne K 3TOMy, BUPYCHI MOTYT HOBPEAUTH WJIM MOJTHOCTBIO YHUUYTOXKHUTH
BCe (pailsibl U JaHHBIE, OJKOHTPOJBHBIE MIOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3alyIIeHa 3apa)XK€HHas IPOorpaMMa, a TAKXKE MOBPEIWUTHh WIH JAXKE YHHUYTOXKHUTH
ONEpPallMOHHYI0 CHCTEMY CO BceMHu (aiiamu B LeJIoM. B OOJIBIIMHCTBE CllydaeB
pacIpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

Metozpbl 3alUThI OT BPEIOHOCHBIX IIPOIPAMM:

1. Hcnone3y#i COBpPEMEHHBIE OIEPAlMOHHBIE CHCTEMBI, HMEIOIINE
CEPBE3HBIM YPOBEHD 3aLIUTHI OT BPEIOHOCHBIX POrPaMM;

2. llocTossHHO ycTaHaBnuBaid mnadtd (UUQPPOBBIE 3aIlIATKHA, KOTOPBIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMbl) U ApPyrHe
OOHOBJICHHSI CBOEH omnepalMOHHOW cuctembl. CkauumBaili UX TOJBKO C
opurmanpHoro  caiirta  paspaborunka OC. Ecnu cymecTByeT — pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKJIIOUH €T0;

3. PabGoraii Ha cBoeM KOMIMBIOTEPE TMOJ MpaBaMH TMOJb30BATENsA, a HE
aJIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrpaMM
MHCTAJUIMPOBATHCS HA TBOEM ITEPCOHATBHOM KOMITBIOTEPE;

4. Hcnonb3yll aHTUBHPYCHBIE NIPOTPAMMHBIE TPOAYKTHI HM3BECTHBIX
MPOU3BOIUTEIIEH, C aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanunub GpuU3NUECKU JOCTYH K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Mcnonp3yil BHELIHME HOCUTENN MH(OpMalMU, Takue Kak (hielika, TUCK
win (paiia U3 UHTEPHETA, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBali KOMMBIOTEpHBIC (Dailyibl, MONyYCHHBIC W3 HEHAJC)KHBIX
UCTOYHUKOB. Jlaxke Te (pailnibl, KOTOpbIE MpUcaan TBOM 3HAKOMBIH. Jlydiie yrouHu
y HEro, OTIIPaBJIsI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 310 He Bu nepenavn JaHHBIX, HE TEXHOJIOTHS, & BCETO JIUIIL OPEHI,
mapka. Eme B 1991 rony Humepmaniackas KOMMaHHUS 3aperuCcTpuUpoBalia OpeHI
«WECA», uro oOo3nauano cnoBocoueranue «Wireless Fidelity», kotopsbrit



MIEPEBOIUTCS KaK «OECTIpOBOHAS TOYHOCTHY.

Jlo Haillero BpeMeHH JIoluIa apyrasi abopeBuarypa, KoTopas sBISIE€TCS TaKOM
e TexHojoruen. Ito abbpemarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C
HAMEKOM Ha CTaHJIapT Bbiclied 3BykoBoW TexHuku Hi-Fi, uro B mnepeBoje
03HAYACT «BBICOKASI TOYHOCTHY.

Jla, GecriaTHBIA MHTEPHET-AOCTYM B Kade, OTENAX U adpoIopTax sIBISETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOTHE 3KCIepThl CUUTAIOT,
yTo obmenoctymubie Wi-Fi ceTu He sBstoTCS 0€301aCHBIMHU.

CoBeTbl 110 0€3011aCHOCTH pa0dOTHI B OOIIEAOCTYIHBIX ceTsax Wi-Fi:

1. He nmepenaBaii CBOIO JIMUHYIO HHPOPMAIIHIO Yepe3 oomenoctymabie Wi-Fi
cetu. PaboTas B HUX, )KeJlaTeIbHO HE BBOJAMUTH MAPOJHU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpA;

2.Mcnone3yil u OOHOBJISIH aHTUBHPYCHBIE MPOrpaMMbl U OpaHamayep. Tem
caMbIM Thl 00€30MaCHILb ce€0s1 OT 3aKaYKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonszoBanuum Wi-Fi otkimoun ¢ynkiuio «OO0muilt moctym K
daiinam u mpuHTepam». JlaHHas (QYHKIUS 3aKphiTa 1O YMOJYAHHUIO, OJHAKO
HEKOTOpbIE MOJIH30BATEIN aKTUBUPYIOT €€ JJI yI00CTBa UCIIOJIb30BaHUsS B paboTe
WM y4eoe;

4.He wucnons3yil nyomuunbii Wi-F1 aig nepemauyu JIMYHBIX JTaHHBIX,
HaAIpUMED JIJIS BBIXOJa B COIMMAIBHBIE CETH WIIA B DJICKTPOHHYIO MOYTY;

5. Ucnonb3y# TOJIbKO 3amuiieHHoe coeaunenune uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-apeca BBOAM UMEHHO «https://»;

6. B MoOuiabHOM Tenedone otkimoun ¢yHkuuto «Ilogkmrouenune k Wi-Fi
aBToMaThueckn». He pomyckail aBTOMAaTHYECKOrO0 MOAKIIOYEHHUS] YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CounanbHbie CETH

CornuanpHbIe CETH aKTUBHO BXOJAT B HAITy KM3Hb, MHOTHE JIFOU PabOTaroT
Y XKUBYT TaM MOCTOSIHHO, a B Facebook y»e 3apeructprpoBan MIIIHAP]T YETOBEK,
YTO SIBJISIETCSI OMHOM CeAbMOM BCEX KUTEIJICH IUIaHeThl. MHOTHE MOJIh30BaTEIN HE
MOHUMAIOT, YTO WH(OpPMAIHs, pa3MEIICHHas UMU B COIMAIBHBIX CETSIX, MOXKET
ObITh HalJieHA W WMCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJlaruMu HAMEPEHUSIMU.

OCHOBHBIE COBETHI TIO 0€30MTACHOCTH B COIMAIBHBIX CETSIX:

1.Orpanuyb cnucok Apy3ei. Y Te0s B Ipy3bsAX HE JOJIKHO OBbITh CIydailHBIX
1 HE3HAKOMBIX JIIOJICH;

2.3ammmiail  cBOIO 4YacTHYIO >KM3Hb. FieykasbiBail mapoiiu, TenedoHsl,
aapeca, JaTy TBOErO0 POXICHUS ©  JIPYryl0 JHUYHYIO  HHGOPMAIHIO.
3110yMBIIIIICHHUKHA MOTYT UCITOJIH30BaTh Jake HHPOPMAITHIO O TOM, KaK Thl U TBOU
POJIUTENH TUTAHUPYETE MPOBECTH KAHUKYJIbI;



3.3amumrail cBO pemyTaIuio - Iep>KU €€ B YUCTOTE U 3a]1aBail cebe BOIpoc:
XoTea Obl Thl, YTOOBI APYrHe IMOJIb30BATEIM BHJIETU, YTO Thl 3arpyxaeuib?
[Togymaii, mpesxJie 4eM 4TO-TO ONMyOJIMKOBATh, HAIIMCATD U 3arPy3UTh;

4. Ecnv Thl TOBOPHUILIB C JIFOAbMH, KOTOPBIX HE 3HAClIb, HE UCIOJIb3YIl CBOE
peanbHOE UM U IPYTyIO JUYHYI0 MH(OpPMAIMU: UMsI, MECTO JKUTEIbCTBA, MECTO
y4eObl U poUee;

5. N36eraii pazmernienus ¢potorpaduii B UuTepHETE, TI€ TH N300payKeH Ha

MECTHOCTH, 110 KOTOPOH MOKHO OIPEIEIUTh TBOE MECTOIOJIOKEHHE;

6. Ilpu peructpan B COLMAIBHONH CETH HEOOXOJIMMO HCIOJIb30BATh
CJIOXHBIE TIAPOJIH, COCTOSLIUE U3 OYKB U LIU(PP U C KOJTUYECTBOM 3HAKOB HE MEHEE
8;

7. Jns  coumanbHOM CETH, NOYTBl W JPYrUX CalTOB HEO0OXOAUMO
UCITI0JIB30BaTh pa3Hble mapoiu. Toraa eciau Te0s B3IOMAIOT, TO 3JI0YMBIIIEHHUKA
MOJIy4aT JTOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

DJIEKTPOHHBIE ICHbIU

DNEeKTPOHHBIE JEHBIU - 3TO OYEHb YAOOHBIM CIOCOO IJIATEKEW, OJHAKO
CYILECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JEHBIH.

DNEKTPOHHBIE IEHBI'M MOSIBUIIMCH COBCEM HEJIABHO U MMEHHO M3-3a 3TOTO BO
MHOTHX TOCYyAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHU (YHKIMOHUPYIOT U O HUX YK€ MPOIMKCAHO B 3aKOHE, TJe
WX pa3JeisioT Ha HECKOJIbKO BHUJIOB - aHOHUMHBIE U HE aHOHMMHbIE. Pa3zHuna B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpOBOAUTE onepaiuu 6e3
UJCHTU(UKAIINK TT0JIH30BATEINS], @ B HCAHOHUMHBIX UICHTU(UKAIIUS TT0IH30BATENSA
SBJIIETCS 00S3aTEILHOM.

Taxxke crnemyer pasnuyaTh DSJEKTPOHHBIE (UaTHBIE JNEHBIU (paBHBI
rOCyJIapCTBEHHBIM BAJIOTAM) W DJICKTPOHHBIE HeduaTHbIe JEHBI'H (HE pPaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON padOTE C NEKTPOHHBIMU JIEHbAMU:

1. IlpuBsku K cyeTy MOOWIBbHBIA TeneoH. DTO camblid yHOOHBIM U
OBICTPBIN CMOCOO BOCCTAHOBUTH JOCTYN K cueTy. [lpuBsizannbiii TenedoH
MIOMOJKET, €Ciu 3a0y/ellb CBOW IUIATeXKHBIM Tapojih WIM 3aienihb Ha CalT C
HE3HAKOMOI'0 YCTPOMCTBA;

2. HUcnonb3yil omHopa3oBbie mapoiu. l[lociie mepexona Ha YCHICHHYIO
aBTOpHU3alMI0 TeOe yke He OyIeT yrpokaTh OMACHOCTh KpakH WJIM IepexBaTa
IJIATEKHOTO MapOJIs;

3. Boibepu cioxHblii maposb. [lpecTynHukam Oyner HE MPOCTO yrajaath
CJIOXHBIN naposb. HagexHsle maponu - 3To napoiu, KOTOPIE CONEPkKAT HE MEHEE
8 3HAKOB W BKIIOYAIOT B CeOS CTPOYHBIE U TPOIMHUCHBIE OYKBBI, HU(PPHI H
HECKOJIbKO CHMBOJIOB, TaKM€ KaK 3HAK JI0JUIapa, (PyHTa, BOCKIMIIATEIbHBIN 3HAK U



t.11. Hammpumep, $tRONQ!;;

4. He BBOIM CBOM JMYHBIE JAHHBIE HA CaWTaX, KOTOPbIM HE JOBEPSCUIb.
DIEeKTpOHHAS MOYTa

DJIEKTPOHHAS MOYTa - 3TO TEXHOJOTHS U MPEIOCTABISIEMBIE €10 YCIIYTH IO
NEPECHUIKE U TMOIYYCHHIO IEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIIPEIETSIOTCS B
KOMITBIOTEpHOU ceTH. OOBIYHO DICKTPOHHBIA TIOYTOBBIM SIMIUK  BBITJISINAT
CIIEYIOIKM 00pa3oM: UMsI_TOJIb30BaTesI(@UMs_jioMeHa. Takke KpoMme repeiadu
IIPOCTOT0 TEKCTA, UMEETCSA BO3MOKHOCTD IIEpe1aBaTh (pailiibl.

OcHOBHBIE COBETHI IO 0€30IMacCHOM padOTE C AIEKTPOHHON MOYTOM:

1. Hamo BbIOpaTh NpaBWIBHBIM IOYTOBBIM cepBUC. B uHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIIIe IOBEPSThH TEM,
KOTO 3HA€IIb U KTO NIEPBBIN B PEUTUHTIE;

2. He yka3piBail B IMUHOM NOYTE JIMYHYIO HH(pOpManuto. Hampumep, mydme

BBIOpATh "My3bIKanbHbIN _(paHaT@" uium "pok2013" BmecTo "Tema 13",

3. Ucnonw3yil ABYXATAMHYI0 aBTOPU3AMIO. DTO KOTJAA MOMHUMO MapoJist
HY>KHO BBOJUTH KOJI, TpUChUIaeMbI 0 SMS;

4. BeiOepu CIOXKHBIN Maposib. [IJst Ka)a0ro MOYTOBOTO SIIKKA T0JKEH OBbIThH
CBOW HAJEKHBIW, YCTOWYUBBIN K B3JIOMY [1apOJib;

5. Ecnm ecTh BO3MOXHOCTh HaIllMCaTb CaMOMY CBOM JIMYHBIM BONPOC,
WCIOJIb3YH 3TY BO3MOXHOCTb;

6. Hcnomp3yili HECKOJIBKO IOYTOBBIX SAIMIMKOB. IlepBbId 171 YacTHOM
NEPENUCKU C aipecaTaMu, KOTOPbIM Thl JOBEpSACIIb. DTO JIEKTPOHHBIA aJpec He
HAJI0 UCTIOIBH30BaTh MPU PETUCTPAIIMK HA POopyMax U calTax;

7. He oTkpbiBail (ailsibl U Apyrue BIOKEHUS B MUCHMAaX, JaKe €CIH OHU
MNPUIILTA OT TBOWX JApy3el. Jlydille yTouHu y HUX, OTIPABISUIN JIM OHH TeOe ITH
(baisl;

8. Ilocne okoHuaHusi paOOThl HAa MOYTOBOM CEPBUCE MEPEN 3aKPbITUEM
BKJIQJIKU C CAUTOM He 3a0yb HaxaTh Ha "BoiidTu".

KubepOymuHr uin BUPTYalbHOE U3€BATEIBCTBO

KubepOynnmuar -  mpeciiemoBaHue  COOOMICHUSIMHU,  COJIEPIKAIUMHU
OCKOpOJIeHMS, arpeccuro, 3aIyTMBaHUE; XYJIUTAHCTBO; COI[MAIbHOE
OOMKOTHUPOBAHUE C MMOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI TI0 00pHOE ¢ KHOESPOYTUTHHTOM:

1. He Opocaticsa B 60oi. JIyummii cmoco0: mocoBeTOBaThCS Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMy MOKHO OOpaTHThCs, TO BHadalle yCIOKOUTHCS. EcCiu Thl
HayHEIlb OTBEYAaTh OCKOPOJEHUSIMU Ha OCKOpOJICHHUS, TO TOJIBKO eIlle OoJibliie
Pa30AOKeIIb KOH(IIHKT;

2. Yupapnsii cBoel kubeppemyTaiuei;

3. AHOHUMHOCTh B ceTH MHHUMas. CyllecTBYIOT CIOCOOBI BBIICHUTH, KTO



CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XYyJIUTaHCKUM 00pa3 BHUPTyaJdbHOM XU3HHU. HTepHeT
buKcupyeT Bce TBOM JEHUCTBHS W COXpaHSIET UX. YJaIUTh UX OyIeT KpaiiHe
3aTPYAHUTEIIBHO;

5. CoOmrofail CBOIO BUPTYAIIbHYIO Y€CTh CMOJIOJNY;

6. Urnopupyii enmuHuuyHbI HeratuB. OIHOPA30BBIE OCKOPOHWTEIHHBIE
COOOmIeHNsT JIy4lne WrHopupoBath. OOBIYHO arpeccusi TMpeKpamaeTcs Ha
HayaJIbHOU CTaJUH;

7. ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMHU COOOIICHUSIMU, B
COLIMAJIBHBIX CETSX €CTh BO3MOXKHOCTH OJIOKMPOBKH OTIPABKU COOOIICHHUH C
ONPEICIICHHBIX aJPECOB;

8. Ecnu ThI cBUneTenb KMOepOyuMHra. TBOU IEUCTBUS: BHICTYIUTh MPOTUB
npecieaoBaTess, MOoKa3aTh €My, YTO €ro JEWCTBUS OILEHUBAIOTCS HEraTUBHO,
NOAJCPKATh KEPTBY, KOTOPOH HY)KHA IICHUXOJIOTUYECKash MOMOIb, COOOUIUTH
B3POCIIBIM O (haKTe arpeCCUBHOTO MOBEICHUS B CETH.

MoobuinbHbI# Tenedon

CoBpeMeHHbIe CMapTQOHBI U TJIAHIIIETHI COJIEPXKAT B c€0€ BIOJHE B3POCIBIN
GyHKIMOHAT, W TENepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMU
KoMmmbioTepamu. OTHAKO, CPEJICTB 3aIUThI ISl MOJJOOHBIX YCTPOUCTB MOKa OYEHb
MaJo.

TecTupoBaHME€ U TOUCK YSA3BUMOCTEH B HHUX TMPOUCXOJUT HE Tak
WHTEHCUBHO, Kak 1is [1K, To ke camoe kacaeTcsi U MOOUIIbHBIX MPUITOKEHUH.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ TPaKTUYECKU JIOTHAIU
HACTOJIbHBIE AaHAJOTH, OJIHAKO pacIlIMpeHue (yHKIMOHAla BIe4YeT 3a coOou
OOJIBIIYIO CIIO)KHOCTh U MEHBIITYIO 3aIUIIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMTENN BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE
KPUTHYECKHUE YSA3BUMOCTH JIJII CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 O€30MaCHOCTH MOOMIIBHOTO TesiedoHa:

Huuero He sBisieTcs no-HacrosiieMy OecriaTHbIM. Bynb ocTOpoXkeH, Belb
Korjia Tebe mpeaiaratoT OeCIIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO TUJIATHBIE YCIYTH;

Hywmaii, mpexne uem oTnpaBuTh SMS, Goto wim Bugeo. Tl TOUHO 3HACIID,
r7ie OHU OYyJyT B KOHEUHOM UTOTE?

HeoOxonumo OOHOBIATH OMEPAIMOHHYIO CHUCTEMY TBOETro cMmapTdhoHa;
Wcnonb3yit aHTUBUPYCHBIE TPOTPaMMBI JJIsl MOOMJIBHBIX TeJIe()OHOB;

He 3arpyxaii npuiaokeHusi OT HEM3BECTHOTO HMCTOYHUKA, BEIh OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTpaMMHOE 00ECTICUCHHE;

[Tocne Toro kak ThI BBIMJCIIL C CalTa, TJI€ BBOAWJ JIMUHYIO UH(OpPMAIIUIO,
3aiiIn B HACTPOUKHU Opay3epa u ynanu cookies;



[Tepuoauuecku npoBepsid, KaKKe MIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOMl HOMEp MOOUIBLHOTO TelieOoHAa TOJBKO JIOJSM, KOTOPBIX ThI
3HACIllb U KOMY JIOBEpSCIIIb;

Bluetooth momxeH ObITH BBIKIIIOYEH, KOTJa Thl UM HE MOJb3yemibes. He
3a0bIBail MHOTIa IPOBEPATH 3TO.

Online urpsr

CoBpeMEHHbIE  OHJIAMH-UTPBI - 3TO  KpPAacOYHbIC, 3aXBaTbIBAIOIIUE
pasBiieueHus, OOBEIUHSIONIME COTHH THICSY YEJOBEK Mo Bcemy mupy. Mrpoku
UCCJENYIOT JIaHHBIA UM MHp, OOIIAIOTCS JAPYT C JPYrOM, BBIMOJHSIOT 3a7aHus,
CpPaKalOTCSl ¢ MOHCTpAMHM W TIOJY4YalOT OMNBIT. 3a YJOBOJLCTBUE OHM ILJIATST:
MOKYNAaloT JUCK, OTUIAYMBAIOT ADOHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce 3ty cpeacTBa uAyT Ha MOAJEPKAHUE U PA3BUTHE UI'PBI, & TAK)KE HA cCaMy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMBI ABTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
natyu (udpoBbIe 3arIaTKU JJIsl TPOTPaMM ), 3aKPHIBAIOTCS YSI3BUMOCTU CEPBEPOB.

B mnomoOHBIX UIrpax CTOUT omacarbCsi HE CTOJIBKO CBOUX COIEPHUKOB,
CKOJIBKO Kpa)XM TBOETO IMapoJisi, HA KOTOPOM OCHOBAaHA CUCTEMA aBTOPHU3ALMHU
OOJBIIIMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MaCHOCTU TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu apyroit urpok Benet ceOs MI0X0 UM CO3JaeT TeOe HEMPUSATHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Iloxamyiics aAMUHHCTpaTOpaM WIPbl Ha IUIOXO€ MOBEICHUE 3TOr0
UTPOKA, JKEJIATENbHO MPUII0KUTh KaKUE-TO JOKa3aTeIbCTBA B BUJE CKPUHOB;

3. He yka3piBaii nuunyto uHboOpmaiuio B mnpodaitie urpol; 4. YBaxkai
JPYTUX YYaCTHUKOB IO UTPE;

5. He ycranaBmuBaii HeoduimanbHble TaTuu U MoAbl; 6. Hcmomb3yi
CJIOXHBIE U pa3HbIE apOJIH;

7. Jaxe BO BpeMsi WUrpbl HE CTOUT OTKJIIOYaTh aHTUBUpYC. I[loka TbI
Urpaelib, TBOI KOMITbIOTEP MOTYT 3apa3UuTh.

OUIIMHT WM KpaXka TUIHBIX JTaHHBIX

OOBIYHOM Kpakel JeHEeT U TOKYMEHTOB CETOAHS YK€ HUKOTO HE Y/IMBHIIIb,
HO C pa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKH TEPEMECTUIIUCH B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS "MIOOMMBIM" JIEIIOM.

lNak mosiBMIIaCh HOBasi yrpo3a: WHTEPHET-MOIICHHUYECTBA WJIM (DUIIUHT,
IJIaBHAs I€Jb KOTOPOTO COCTOUT B TMOJYYEHUH KOH(MUICHIIMATBHBIX JTaHHBIX
MOJIb30BaTeNEN - JOruHOB U maposiei. Ha anrmmiickom si3bike phishing uurtaercs
kak ¢urmuHr (0T fishing - peiOHas moBs, password - maposb).

OcHOBHBIE COBETHI TI0 00PHOE € (GUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiv Tl momo3peBaelib, YTO TBOSI aHKETa



Obuta  B3JIIOMaHa, TO HeoOXoauMoO  3a0JOKHpOBaTh €€ U COOOLIUTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Vcnionb3yii Oe3omacHble BEO-CaliThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U
HOUCKOBBIX CHUCTEM;

3. HWcnonb3y#l cnokHblE M pa3Hble Mapoiau. Takum oOpa3om, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJYy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
poITro B CETH, a HE KO BCEM;

4. Ecnum TeOs B3JIOMaiM, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOMX
3HaKOMBIX, KOTOpbIE JO0aBJIEHbI Y T€OS B APY3bsIX, O TOM, YTO T€Os B3JIOMAJH H,
BO3MO>KHO, OT TBOETO UMEHH OY/ET pacchliaThCsl ClaM M CChUIKM Ha (PUILUHIOBbIE
CaAWTHhI;

5. VYcranoBu HamgexHbli maposb (PIN) Ha wMoOumnbHBIN Tenedon; 6.
OTkJTI04M cOXpaHEeHue napoJsi B Opaysepe;

7. He oTkpeiBail ¢aiiibl U Apyrue BIOXKEHUS B MUCHbMAaX, AK€ €CIH OHU
NPUILUIA OT TBOMX Apy3ell. Jlydille yTOUHM y HUX, OTIPABISUIIM JIM OHH TeOE ATH
Gbab.

[udposas penyranus

[Mu¢poas penyrtanus - 3TO HEraTUBHAs WM NO3UTHBHas MHQOpMAIUs B
cetu o Tebe. Kommpomerupyromas uHbopmanus, pa3MelleHHas B HWHTEpHETE,
MOKET CEPhE3HBIM 00pPa30M OTPa3UThCA HA TBOEH peanbHOU xku3HU. «{udposas
penyTanus» - 3T0 TBOH UMHJIK, KOTOPBIA (GopMHUpYyeTCcs U3 UHPOpMaluu o Tede B
UHTEpHETE.

TBoe MecTo KUTENhCTBA, Yy4eObl, TBOE (PUHAHCOBOE TMOJOXKEHHUE,
O0COOEHHOCTH XapaKTepa M paccKasbl O OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue noApOCTKH JIETKOMBICIEHHO OTHOCATCA K MyONMKalMM JUYHOM
uHdopmaruu B MHTEpHETE, HE MOHMMAsI BO3MOXKHBIX TMOciencTBuil. Thl maxe He
CMOXeEITb J0TaaaThcsi 0 ToM, 4yTo doTorpadus, pa3MeilleHHas: 5 JIeT Ha3aj, cTaja
NPUYMHON OTKAa3a MPUHATH T€0S Ha padoTy.

KommenTapuu, pazmenienue TBoux ¢oTorpapuii U Ipyrue AeUCTBUS MOTYT
HE MCYE3HYTh Ja)Xe I0CJE€ TOro, Kak Thl MX yJajdullb. bl HE 3HACWIb, KTO
COXpaHWJ ATy HH(OpMalMIO, ToNajga JHU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWIACh JIM OHA, a

IJIaBHOE: YTO TMOAYMAIOT O TeOe OKpY’KaIoILIUe JIIOAU, KOTOpble HAWIyT U
yBUIAT 3T0. HaliTh uHpOpManuio MHOrO JIET CIIyCTS CMOXKET JII0O0OM - Kak u3
N00pBIX MOOYXIEHHM, TaK U C HAMEPEHUEM NPUUYMHUTH Bped. DTO MOXKET ObITh
KTO YTOJHO.

OcHOBHBIE COBETHI IO 3aIIUTE MU(PPOBOH pEITyTaIUU:

1.IToxymaii, mpexae ueM 4yTo-To MyOJIMKOBATh U MepeaaBaTh y ce0s B Oyore
WJIK B COLIMAJILHOM CETH;



2.B mactpoiikax mpo¢uis YCTaHOBH OTPAHUYEHHUS HA MPOCMOTP TBOETO
npouiIs ¥ €ro CoAEP>KUMOT0, CIETIal €ro TOJIBKO «JUIs IpYy3€eiD»;

3.He pa3memaii u He ykaspiBail HH(pOpPMALMIO, KOTOPas MOXKET KOro-Iudo
OCKOPOJIATH UJIH OOMKATh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE UIKOJBHUKM - aKTUBHBIE IIOJIb30BaTeNM  IIU(PPOBOTO
npoctpaHcTBa. OJHAaKO JajleKko HE BCE 3HAIOT, YTO IOJb30BAHME MHOTMMU
BO3MOXKHOCTSIMH ~ IIU(PpPOBOro  Mupa TpeOyeT  CcoONMIOJeHuss TpaB  Ha
UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTBY» OTHOCHUTCS K pa3IU4HBIM
TBOPEHHUSIM YEJIOBEUECKOIO0 yMa, HayMHas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HavarIUX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH, U 3aKaHYMBasl KHUTAMH,
doTorpapusMu, KHHOPUIEMaMH U MY3bIKAJIbHBIMU ITPOU3BEACHUSMU.

ABTOpCKHE MpaBa - ATO MpaBa HA HUHTEIUIEKTYyaJIbHYI0O COOCTBEHHOCTb Ha
IIPOU3BEJCHUS HAYKH, JIUTEPATYpPbl U UCKYCCTBA. ABTOPCKHE NPaBa BHICTYIAIOT B
KayecTBE TapaHTHUU TOrO, YTO HHIEJJIEKTYaJbHBII/TBOPUECKUI TPyJ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBeAJIMBbIE BO3MOXKHOCTU 3apaboTaTh Ha
pe3ysibTaTax CBOEro TpyAd, MOJYYUTh W3BECTHOCTh W mNpu3HaHue. Hukro 0Oe3
paspemieHusi aBTopa HE MOXKET BOCHPOM3BOJIUTH €ro  MPOU3BENICHHUE,
pacnpocTpaHsaTh, NYOJIMYHO JE€MOHCTPUPOBATh, MPOJABATH, HMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, IMMyOJMYHO UCHOJIHATH, MMOKA3bIBATH/UCIIONHATh B 3(UpE WU
pasmemats B MIHTEpHETE.

Hcnonb30BaHne «IUPATCKOTO» MPOrPAMMHOIO  OOECTIEUEHHUS] MOXKET
OpUBECTH K MHOTMM pHUCKaM: OT IMOTEpU JaHHBIX K TBOUM AakKKayHTaM [0
OJIOKUPOBKHM TBOETO YCTPOICTBa, I/le YCTAaHOBIIEHA HeJerajabHas nporpamma. He
CTOUT TaKXke 3a0bIBaTh, YTO CYILIECTBYIOT JIeraJibHble M OECIUIaTHbIE MPOrPaMMBl,
KOTOPbIE MOKHO HATH B CETH.

O mnoprane CereBu4ok.pd - TBOW IJIaBHBIM COBETUYMK B CETHU. 3J€Ch ThI
MO>KEIllb y3HAaTh O 0€30MaCHOCTH B CETH MOHSATHBIM M JOCTYITHBIM SI3bIKOM, a MPHU
BO3HUKHOBEHUU KPUTHUYECKOM CHUTyallud OOpaTHThCS 3a COBETOM. A Takke
OPUHATH y4acTUE B KOHKYpPCAX U CTaTh CAMBIM IIU(PPOBBIM IPaKIaHUHOM !



